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= CRITICAL/HIGH/MEDIUM AlZte 2130} Ui o35

" SCA(2[Zd) 0lM CVE U= F|oF o7 |X| = &

SAMPLE REPORT

= 7191 90| 2|ZET} O{=A| LIQ=X| 0|2|&7] SRR mC AR

gnuboard/g6

131 WA HIGHM MEDIUM 2

WhiteHat - whitehat.ai.kr



RUNNER TIER

RUNNER E|0{

4 (untrusted code) Of| ATt AlSH

49
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PR GATE

‘ Check Run A|0|E PR OfCt Xt AZH ZAILE AH0|EZ2 — Cl HOH|0|E
‘ advisory xIetgle  2|ZEOF— neutral

‘ approval XIEE O] ™ Af2E £Q1 ZQ — action_required

‘ auto (7|2) critical/high ™ XH= X}Et— failure

SARIF LHEL{7|2 GitHub FEA7H E

WhiteHat - whitehat.ai.kr



CODE TRANSMISSION

= HYE

QE & 0— ZZ sLIM Y mjat SAH
]

8 335 =8|
ZE: 227N

WhiteHat - whitehat.ai.kr

A

o — Q= LLM= = O}l

—1
[=]

| ]
redacted
M M3 MSotE| MS ™ A|ZE! - XHHSY
oAz .

) - AE{ZE0|= LLM 2 =2 O|0|E Hlsts (HISAH HH )

snippets (7|2 )

_

21 mhelot AbS

— [y iy

ok

K=}

51



ON-PREMISE

| sLLM miAz — magat of

oA 2t3

24 osv 0|y

2IE{S §10] SCA

EZ sLLM

7

==

VvLLM E

|>
g

EZ YHI

RAG grounding

egress 0

OSV_SOURCE=local - LLM_PROVIDER=local -

BdA= O EH Azlint 24, Al A2 2

sLLM 2 =02l H|0|E 2 Rl &F = (H200) s ™

WhiteHat - whitehat.ai.kr

EMBED_PROVIDER=hashllocal

2IRE — 22|= YA -RAG 7HX| 2Z 2+

E Sy — 2ma Hix




STRUCTURE

‘ AN =& (0 EZ) REST QI=EZQIE X}= Of

‘ Clojo{aEH X}= MM AAA - QAHOIA - API (Mermaid)

‘ AEH Ol 4] 0f : Supabase ZIX| —» AEHE JX Z0|E + LM ZHEHIAE
‘ o|F &g LHE 2A + LLM = AZHO| 274 (grounding)

WhiteHat - whitehat.ai.kr



INTEGRATION

| GitHub 21= - C

GitHub App

Private 2j|=

AR 97 RE

‘ SARIF

WhiteHat - whitehat.ai.kr

I0|E - SARIF

MX| ZA| PROICH XS A7H + Check Run AO|E

M| EE0R QotMsHA 28 — AZH S 1ty
GitHub TEAZH S H&E E119t £t

AATE API SAEO| FX| GE10 9{FHO|MEH K2
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| == 44 A" 2ot — MCP 2 IDE o 29IC} (HE 75 75 )

=
ne
o
nL

| e
MCP AfH{ 7|& AR (2] -SCA- etZt - HA7H) S Claude-Cursor-Copilot 0] =&
‘ ZAN 41 F|oF miE - 22f 7 |XIE M A 21 —FHS H R
Y) — 2ZFH MCP7HX| 7ts

WhiteHat - whitehat.ai.kr



COVERAGE
o
REED

A 7t 12

E 4 A|I2EL - RIRIM - = - oIS . H:L -
SCA ME{A| npm - PyPl - Go — OSV/CVE, 2Z 0|8{ 7I=
gtz a7 | x| npm - PyPl - Go HX|AEZ|0|M &= &0l
AEH B3 - 2[EE A0 $=0{ / G0 / Y20

WhiteHat - whitehat.ai.kr



ON-PREM SETUP

| ezZa st — olEju glo] A7H517]

e — 1

‘ @ 0Oj2{ 4 OSV/CVE & 222! AH|0|Z0|| A BFot SHA| AZ £ |2 A
‘ @ 24 MY sLLM- JH[E 2=& Ml (vLLM) — EAZH -RAG E EZ0|A
‘ ® 7= OSV_SOURCE=local - LLM_PROVIDER=local » QIE{:ll ®Z 0
‘ @43 HiZ M| F2|AE — sovereign - O|2] 24 - AA HIXZE &0l

WhiteHat - whitehat.ai.kr



PRICING

| 7121 AfCta] — JHeERpRE] QE|Zat0| = tA]

| FREE X=E A7H— 22

| EXPERT XS A7 + ME7HEM — 15021 [ $100
| RUNNER + 22 2 Al — 150 2kl / $1,000

| FULL + =M iZd - 7A4E - HiZ —HE 9|

| = A7 (Cl &A]) PR- {SIOICE A E2 0 AA| AZH — HE 39|

WhiteHat - whitehat.ai.kr 58



Hi

2L} Sparrow-Sentrix, 2| Snyk-Endor CHH| — &AM

WhiteHat - whitehat.ai.kr

WhiteHat
=&l (sLLM)

SCA+LLM HAZH +RAG 7HX| 2

slopsquatting &A| EfX| A=

Hohntx| st20l2

-2fel - 3

D2 MIME - E|0] AICH

olm
0z
ox
02
=
Dl

Al = 22T} Tk

oz
i)
|>
=
ra
Hu
I

EPREEEES



SUMMARY

I WhiteHat Code

ZAH{2| X]|

OIF

H|o|E| =H

713 Afcte]

WhiteHat - whitehat.ai.kr

o{7|X] +LLM EAZH —HO[E 2K

M™ +SCA+ &zt
ol - 2ol - =FOoMJHX| 5t=20{ 2|=ZE - SARIF - PR H|0O|E
sLLM EAzH - 2Z OSV O|HZE Hj2fY etE (2=

2= MIAME - EXPERT - RUNNER — FULL

)
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INFRASTRUCTURE

CLOUD - SaaSs

olma} M — Cloud

=ZY0]A 25

e

AMEXL - oiget/ XME

whitehat.ai.kr

Bedrock

OjL{X|= DB - O]y

OAuth - GitHub web - api Sonnet + Titan - Seoul - Postgres - OSV
[ R T T R R R ) 1
ON-PREMISE - H 2 (egress 0)
LHE I - A& WhiteHat 2=&l 23 sLLM - 2H| 22 osv 0|3 - Lj= DB
_)

IMAP - LHE Git

VLLM - e5/hash

Postgres - pgvector

WhiteHat - whitehat.ai.kr

o - 28 . AA 0|QE (sovereign).

61



MARKET

| am iz —zz8, 2ol 2a)

$28M

Ol EQt Ocean
Al2|= A (Lightspeed)

- O - = FZR0M "Al 2 HUHT 2 "Olet= 22 2
StLte| & - 7|z (W2t Bt + RAG + C|O|E] =3 ) 2 &) St
==

odl - dHIsE2E RUQ E5 T =t

WhiteHat - whitehat.ai.kr

$93M

Al T E HQt Endor Labs
A|E|£ B

Hofl XK= =7t =EICE.

45% - 19.7%

Al RE F|QF - &2t mjj7|X|

(Veracode - USENIX)
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LANDSCAPE

38 X — 22l= ofC|of] RALL

E20]0]

Ocean (ocean.security)

Sparrow ( AIHER)

Sentrix CodeScan

Snyk - Endor Labs

1!
[N

kU

[N

kU
n

38 (3 =)

OflO|ME! O|H|Y EOoF - Al2[= A$28M - & 10 E +

2L SAST/SCA €& - MCP 9z - 7| - 22

=LH Al SAST - 137§ 2101 OWASP + 3 I

3112 CH& - Endor A|2|= B $93M

fejete] xfol

4 Al 22 -

ro
Kl
o
>
ro

Z2g.

ol

WhiteHat 2| X}2| O|H|Y + A

[

T2 - g e (LLM) - BE0] - MEsksA -

= ATME 7t AlCt2| — ™AL S 7l

WhiteHat - whitehat.ai.kr




WhiteHat - whitehat.ai.kr

GET STARTED

WhiteHat

222 A% - 2I#0|A 15 29| - HF 2o
whitehat.ai.kr
oi2tx| - WhiteHat BiM S AR - whitehat.ai.kr
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CONTACT

e - e =4

] ]
L R N& THEL
22 M@~ PoC— £ /AE{Z20|x — FR0| I A4S R RILICH OEM - &tO|atdl - 2|42 - 2= 75 -

=2| white@whitehat.ai.kr - WhiteHat #MS A2

whitehat.ai.kr - mail.whitehat.ai.kr - scan.whitehat.ai.kr

WhiteHat - whitehat.ai.kr
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